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1. Introduction

1.1. Summary

ESR7750 is a Dual Band Concurrent
- ; Wireless 11N Broadband Router with dual
= CPU that offers user unprecedented network
: = performance. WMM support boosts streaming
T ANs A L e et and multimedia intensive services. It supports
2.4Ghz band under 802.11 b/g/n mode while
providing 5Ghz band to guarantee an
interference-free network access.

Multiple SSID provides advance users to manage multiple users of various needs.
TX power control enables flexible transmission tuning for different installation needs and
prevents malicious eaves-dropping. Isolation, filter, firewall and full coverage of security
standards promise a securer network environment.

Dual CPU operates work simultaneously therefore users can enjoy gaming, music
or HD video on 5GHz band while web-surfing or emailing on 2.4Ghz. It also provides with
built-in 4-port full-duplex 10/100 Fast Switch that allows wired ethernet for standard PC
and other network devices. ESR7750 is definitely the optimal choice for both SOHO and
small business entities.



1.2. Key Features

Features Advantages

2.4Ghz & 5GhzDual Band Concurrent

Less interference and better

performance

Incredible Data Rate up to 600Mbps**

Heavy data payloads such as

MPEG video streaming

Multiple SSIDs

Enhanced management among

multiple users groups

Four 10/100 Mbps Fast Switch Ports

(Auto-Crossover)

Scalability, extend your network.

Firewall supports Virtual Server
Mapping, DMZ, IP Filter, ICMP
Blocking, SPI

Avoids the attacks of Hackers or

Viruses from Internet

Support 802.1x Authenticator, 802.11i
(WPA/WPA2, AES), VPN pass-through

Provide mutual authentication
(Client and dynamic encryption

keys to enhance security

WDS (Wireless Distribution System)

Make wireless AP and Bridge mode
simultaneously as a wireless

repeater

WPS button support

Quick WiFi Security Setup

WMM & QoS

Wireless QoS mechanism

Best channel selection

Automatic optimal channel search

** Theoretical wireless signal rate based on IEEE standard of 802.11a, b, g, n chipset used. Actual throughput
may vary. Network conditions and environmental factors lower actual throughput rate. All specifications are
subject to change without notice.



1.3. Package Contents

Open the package carefully, and make sure that none of the items listed below are
missing. Do not discard the packing materials, in case of return; the unit must be shipped
back in its original package.

1* Dual Band Concurrent AP Router (ESR7750)
1* 12V/1A Power Adapter

1* CAT 5 UTP cable

1*QIG

1* CD (User Manual & Wizard)



1.4. Product Layout

- IR \
= =
— = =
— EnGenius® i
1 Dual Band Concurrant AP Rouler | ESR7750 =
. a2
= —
— =

w O WE = B D @ @ 9 ®

NEINNNnnnnnnnmmim

y.
e |

=1 N

| 1

Il
'._ o |1JLk JJLULHJLHJ |
LAN WiAN
\ [ | ..-’/I'

|

Physical Interface

WAN: 1 * 10/100 Fast Ethernet RJ-45
LAN: 4 * 10/100 Fast Ethernet RJ-45

Reset Button (5 second for reboot, 5~10 seconds for
reset to factory default )

Power Jack
WPS push button (Wi-Fi Protected Setup)

LEDs Status

Power/ Status

Internet (WAN)
LAN1~LAN4 (10/100Mbps)
WLAN 2.4GHz

WLAN 5GHz

WPS




2. Installation

2.1. Network + System Requirements

To begin using the ESR7750, make sure you meet the following as minimum
requirements:

PC/Notebook.

Operating System — Microsoft Windows XP/2000/VISTA /7

1 Free Ethernet port.

WiFi card/USB dongle (802.11 a/b/g/n) — optional.

External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45).
PC with a Web-Browser (Internet Explorer, Safari, Firefox, Opera etc.)
Few Ethernet compatible CAT5 cables.



2.2. ESR7750 Placement

You can place ESR7750 on a desk or other flat surface, or you can mount it on a wall. For
optimal performance, place your device in the center of your office (or your home) in a
location that is away from any potential source of interference, such as a metal wall or
microwave oven.

This location must be close to a power connection and your ADSL/Cable modem. If the
antennas are not positioned correctly, performance loss can occur.



2.3. Setup LAN & WAN

LAN connection:

Connect Ethernet cable between your PC/Notebook LAN port & one of
the 4 available LAN ports on ESR7750.
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WAN connection:

Connect Ethernet cable between WAN ports of your ADSL/CABLE
modem & INTERNET port of ESR7750. Make sure your ADSL/CABLE
modem is working well. Contact your ISP if you have any questions.

| O] ingaTnginguings: N 23 |
L =




2.4. PC Network Adapter setup (Windows XP)

® Enter [Start Menu] - select [Control panel] - select [Network].
BT
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® Select [Local Area Connection]) icon=>select [properties]

'—r ocal Area Conneckion

Connecked, Firewaller

: = Disable
Status
R.epair

Bridge Connections

Create Shorkcut
[Elete
Rename




® Select [Internet Protocol (TCP/IP)] =>Click [Properties].

General | Authertication I Advanced I

Connect using:

|n Fealtek RTLE16545111 PCIE Gigabi

This connection uzes the following items:

= Metwork Monitor Driver ;I
= Microzoft TCP/IP version B
Intemet Protocal [TCPAPR)

1 1]
=
4 | B

Install... Wrinstall | Froperties |

r— Description

Transmission Control Protocolf|nternet Pratocal. The default
wide area netwark. protocol that provides communication
across diverse interconnected networks.

v Show icon in notification area when connected
[v Matify me when this connection has limited of no connectivit

oK Canecel |

Internet Protocol [TCPAIP) Properties

Genera | Aheiriste Cortguratin|

‘'ow can et IF sallings assionad sulomalicaly | waur netwalk suppols
This canebality. Otanvaes, pou resd o ask pou rébeork admired:alon bai
lhe sppropeists |P ssiting

E:\.- Obtan an IF sddiess a.ll.nmeh:el_u] a
(5 Ove 1 Tollovarg IP addess, 1b

Advanced..

_ox ][ coca ]

® Select the [General] tab.

® select both [Obtain an IP address automatically] and [Obtain DNS server address
automatically].



2.5. Smart Wizard CD

Connect the supplied power-adapter to the power inlet port and connect it to a wall outlet.
Then, the router automatically enters the self-test phase. During self-test phase, Power LED

will blink briefly, and then will be lit continuously to indicate that this product is in normal
operation.

Minimum Requirements

e A standard CD-ROM drive

e ADSL or cable modem should be ready for Internet connection.

e Modem must provide RJ45 port to connect with ESR7750.

e Microsoft Windows compatible PC/Notebook with UPnP enabled network adapter
e CAT 5 network cable(s), RJ45 port on PC/Notebook.

STEP 1
Power up the device.

Wait for POWER led on front panel lights up & remains stable.

STEP 2

Insert Wizard CD into your CD-ROM drive and browse it with Windows Explorer.

Click on “Wizard.exe” to activate SMART WIZARD.

£ My Computer =] E3 e
File Edit “iew Help ) —

-
@ = @
- [ (5 Mew [D:)
frlarusks
Control Panel Frinters Dial-Up
I etwarking

|E ohiect(s] [

autoruninf Wizard, exme

STEP 3

Click on [Setup Wizard] and follow the instruction given on the screen to complete the

initial device configuration.

10



Smart Wizard”

Model:ESR7750

[ Adobe Reader I

& ]

R LALAAALE
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2.6. Wizard Configuration

Tha Setup Wizand woill guide you skep by step throwgh 2 basic corfiguraton procadure.

Click <Next> to enter mode selection.

Select the mode that ESR7750 is going to be and set its configurations.

Please chanse the Oparation Mods

LA AP Router Moda AP Fouter s probably the rmost cammon

it Wirelass LAN device with which you will wiork
as a Wwirgless LM administrator and Intemst

Access Poink, 42 Roukar providas diants with

a point of aeeess into the Tnkeraet.

Click <Next> to automatically detect your Internet Network settings.
Smart Wizard has detected DHCP client. Configure the host name and MAC address of your
ADSL modem. Click Next to proceed.

Pleasa, enter the datz which is supplied by your I5P.

Login Mathod: Dynamic IF Address

powane |
|

| Clong MAC Address ]

12



Smart Wizard has finished setting up WAN Configuration. Click <Next> to proceed.

Please chonse the security level in the security har

Lowes I [ ighes:
|

|Enccyption method: WEIP

lnuth.er.tu:at:u:-u Type: Shared Hay

|Flease input 5SID in the fallowving box.
iPlE‘ESE input 10 or 24 hexadecimal charactera,
|E=I 0125325678, 3 0L 13 a=cil characuece, ¢
|passd in the following key kox.

EnGenuaiizad

1234567880

[Bxia] [Hen

Enter the name for your wireless network (SSID) and security key
Click <Next> to proceed

systerm Conflguration:
Operalion Mode ;3 AP Roubar

war Configuration:

Dynarnic IP

WLAN Configuration :
Enfieniusl12243
fsecurity:  KEd

WLAN Koy ¢ 1234367890

WELAN Rouber setup succesefully, Please dick reboot button to reboot system,

To apply the entire configuration, click <Reboot>.

NOTE:
After Wireless settings are applied, you need to connect from your WLAN client

with the security settings you just finished configuring. Remember the type of
security & security key.

13



2.7. Initial Setup ESR7750

ESR7750 provides web-interface for configuration through web browser, such as
Internet Explorer, Firefox or Safari.

1.  Open your browser (e.g. Internet Explorer).
2. Type in http://192.168.0.1 in the address bar and press [Enter].

< Mank Moy - Siztlnes Gsleret Zafnn

—

—
N C A

Fis - Ml - Fearies Tk T

.-3 ol -_ill.'-:rne?-:q- ] |

Wl
LTI e

Thammwvivar 192,148 0.1 o Cwbauls adinlcnn moum &
pareand,

Wmrang Thes Soaver b pOsH bt o Lrsarasnie and
dbe st inan ’ [hamc with

rAthai g e COnneTn]
Lo E!." ] '!ri
Pmrenatk |

T Apmnbey ey posssoed

[

llf(3\§
bR

The server 192.168.0.1 at Default: adminfadmin requires a
username and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure conneckion),

User name; Iﬂ admin j

Password: | sssse

v Remember my password)

a4 I Cancel

3. Click <OK> to navigate into ESR7750 configuration home page.
4. You will see the home page of ESR7750 as follows.



EnGenius

ESR7750

Syslem|

Wizard
Intermet
Wiireless 2 4
ireless 5G
Firesall
Advanced

Tools

=y can uze the St

firrnwers and harcdvare mersioe:
infarmztnn nn al TECE diens PE

Mozl

Moda

Upkinmne

Hzrdwzra versan
Serial Bamber
Errnzl verson

Aaphoaticn verzun

AlLain IP Prolocol

20Uz page ba monibor the cornacon status for the WAl inteTams,
bier=, any illegal atkempls Go scee=s o
rrerss annEchRe T ynur nemeark

etk arnd

wlireess Metwork droadzand cauter
AR Routar

1 hoors 32 min 57 sec

a.o.

oooZoooll

na.n

0an

PPRZE

ACHKER
SHIELD
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3.SYSTEM

3.1. Status

This page allows you to monitor the current status of your router. You can use the status
page to quickly see if you have any updated firmware available (bug fixes, updates). You can
navigate from this page with a few interesting options for reminding or skipping this page

forever & so forth.

Once you click on <OK> button to go to the requested page, you can see the status page of

the ESR7750.

System: You can see the UP time, hardware information, serial number as well as firmware

version information.

Model  Dual Band Concurrent AP Router
Mode AP Router
Uptime 1 hours 39 min 11 sec

Hardware version
Serial Mumber
Kernel version

Application version

0.0.1
ooooooool
0.9.0
0.9.0

WAN Settings: This section displays whether the WAN port is connected to a Cable/DSL

connection. It also displays the router's WAN IP address, Subnet Mask, and ISP
Gateway as well as MAC address, the Primary DNS. Press <Renew> button to renew

your WAN I[P address.

WAMN Settings

Aftain IP Protocol
IP address
Subret Mask
Default Gateway
MaC address
Primary DMS

PFPOE

118.161.71.163
255.255.255.255
118.161.64.254

O0:A8: 775000 CA
1568.95.192.1,168.95.1.1

LAN Settings: This section displays the Broadband router LAN port’s current LAN & WLAN
information. It also shows whether the DHCP Server function is enabled / disabled.

LAMN Settings

IP address
Subnet Mask
DHCP Server
MaAC address

192.168.0.1
255.255.255.0
Enabled
00:BE:77:50:03:28

16



WLAN Settings: This section displays the current WLAN configuration settings you've
configured in the Wizard / Basic Settings / Wireless Settings section. Wireless
configuration details such as SSID, Security settings, BSSID, Channel number, mode of
operation are briefly shown.

WLAN Settings

Wireless 2.4G Setting

Channel 11
55ID_1
ESSID  EnGeniusS0O0328
Security  Disable
BSSID  O0:BR:77:50:02:28
Wireless 5G Setting
Channel &0
55ID_1
ESSID  EnGeniusS00320C
Security  Disable
BSSID  OO0:BBR:77:.50:03:2C

17



3.2. LAN

The LAN Tabs reveals LAN settings which can be altered at will. If you are an entry level
user, try accessing a website from your browser. If you can access website without a glitch,
just do not change any of these settings.

Click <Apply> at the bottom of this screen to save the changed configurations.

| Status | LA | DHCP |5|::hedule |EuentLu| Monitor |Lanuae

You can enable the Broadband routers DHCP server to dynamically allocate IP Addresses to
your LAM client PCs, The broadband router must have an IP Address for the Local Area

Metwiork,
1P address : [192.168.0.1
IP Subnet Mask : |255.255.255.0

202.1d Spanning Tree ;| Disabled =

DHCP Server

DHCP Server . Enabled -
Lease time : Im
Start IP [192.168.0.100
End IP : [192.168.0.200
Domain name : IESr’??SO

Apply | Cancel |

LAN IP

IP address: 192.168.0.1. ltis the router’s LAN IP address (Your LAN clients default gateway
IP address). It can be changed based on your own choice.

IP Subnet Mask: 255.255.255.0 Specify a Subnet Mask for your LAN segment.

802.1d Spanning Tree: This is disabled by default. If 802.1d Spanning Tree function is
enabled, this router will use the spanning tree protocol to prevent network loops.

DHCP Server

DHCP Server: This will enable or disable the Dynamic Pool setting..

Lease time: This is the lease time of each assigned IP address.

Start IP: This will be the beginning of the pool of IP addresses available for client devices.
End IP: This will be the end of the pool of IP addresses available for client devices.

Domain name: The Domain Name for the existing or customized network.



3.3. DHCP

View the current LAN clients which are assigned with an IP Address by the DHCP-server.
This page shows all DHCP clients (LAN PCs) currently connected to your network. The table
shows the assigned IP address, MAC address and expiration time for each DHCP leased
client. Use the <Refresh> button to update the available information. Hit <Refresh> to get
the updated table.

You can check “Enable Static DHCP IP*. Itis possible to add more static DHCP IPs. They are
listed in the table “Current Static DHCP Table“. IP address can be deleted at will from the
table.

Click <Apply> button to save the changed configuration.

Status | LAN | DHCP |5c:hedu|e |Euenth| Monitor |Lanuae

DHCP Client Table :
This DHCP Client Table shows client IP address assigned by the DHCP Server

1P address MAC address Expiration Time

192.168.0.100 00:20:1B:B5; 5422 Forever

Erfresh

You can assign an IP address to the specific MAC address

" Enable Static DHCP IP

| |
Addl RESEtl

Current Static DHCP Table .

IP address MAC address

Delere Selected |  Deleesll | Reset |

Apply | Camel |

19



3.4. Schedule

This page allows user to set up schedule function for Firewall and Power Saving.

Schedule |Fwentlnon | Maonitor | Languane

Statns

“od can use tie Schedulz page to Start/Stop tie Services regularly. The Schedule will start to
run, when it cet GMT Time fram Time Server. Plzasz set up thz Time Server correctly in Too bos.
Ihz services will star: atthe time in the fallowitg schedulz 1able or it will stap.,

[T Enabled Schedule Table (up to 8)

schiedule 01 2uwer Saviy Al TImeF_r_I_I\quF ;—LT: Wwed, O

[ Delete Selected ] | Delete All ]

Apply || Cancel

Add schedule, edit schedule options to allow configuration of firewall and power savings
services. Fill in the schedule and select type of service. Click <Apply> to implement those

settings.

Yiou can use the Schadule page to StartStop the Services regularly. The services will start at
the bme in the following Schedule Table or it will skop,

1 Firesvall T Power Saving

[ Every Day
[ ten ] mee [ wed 21 Thu [ Fril] szt sun

I &0l Day fuse 24-hour clock)
From|0 .0 | 7ol 0

Cancel

The schedule table lists the pre-schedule service-runs. You can select any of them using
the check box.

LHCP |5che.du-= Eventign | Moniter |Longusge

Yiou can use the Schedule page to Start/Stopn the Services regulary. The Schedule will start to
run, whern it get GMT Tima from Time Server, Pleass et up the Time Server comectly in Toolbox,
The servicas will skart at the time in the following Schedula Table or & waill stop,

[ Enabled Schedule Table (up to 8)
0 T S S T PR 2

all Time---Mon, Tus, Wed, 1

1 schedule 01 Power Saving Fri, Sat, Sun
! From 09:10 to 17:20-~=\Wed
5 i : i
3 scheduls 02 Firawra ThL, Fri, Sat a2
Poweer From 09:10 to 17:20--<'Wed,
3 schedule 03 Saving+Firasall This, Fri, Sat O

El | Dielele Selectad | | Delete Al |

Apply | [ cancal

20



3.5. Event Log

View operation event log. This page shows the current system log of the Broadband
router. It displays any event occurred after system start up. At the bottom of the page, the
system log can be saved <Save> to a local file for further processing or the system log can

be cleared <Clear> or it can be refreshed <Refresh> to get the most updated information.
When the system is powered down, the system log will disappear if not saved to a local file.

IHCP

| Schedule |Eventliog | Manitor |Laonouage

View the system operation information.

A=y
dasr

N S T T

0o:
oo:

e

oo:

Hel s
iz
+ 10
10
110
10
08
Hu e
Hn iz

[STSTEMN] :
[SESTEN] :
[SYSTEH] :
[STSTEM] :
[ST3TEM] :
[3Y3TEM]:
[ST3TEN] :
[SEITEN] :
[SYSTEN] *

SCHEDULE, Schedul= Stopping

DHCF Server, Sendang ACK of 1892_1é@.0.101
NFMF, Stopping

DoME, Dizabled

OTP. NTP Client 3raccing

INZ, IH3 Proxy Jvartlng

MET, Firewall Jtacting

HET, NAT Starting

MNET, Firemall Stoppang

IEa'.re] [Elaal i | Refrash ]
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3.6. Monitor

Show histogram for network connection on WAN, LAN & WLAN. Auto refresh keeps

information updated frequently.

DHCE  Schedule |Eventlog  Monitor

Language

You can mendtar the bandwidth in different interface. This page will refresh in every five

saconds.

Bandwidth Monitor (WAN}

B 30 48 50
Seconds

Bandwidth Monitor (WLAN)

TaE

| m R 55T ! m R
1.08KB | 945 50KE
mTx KBPE 10 e
111KB| |94 738

o

Seconds
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3.7. Language

This Wireless Router support multiple language of web pages, You could select your
native language here.

Status | | Schedule |Event Log | Monitor Lanquage

You can select other language in this page.

Multiple Language :
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4. Wizard

Please refer to Chapter 2.6 for Wizard Configuration details

EnGenius

ESRFTFS0

Sysiam

kRif
viizard The Sebn Whizard will ade you shep by =step throuph a basc conhpurabon procechre
Irderre

Wireless 246G

Hei §|

L am

Flrewwal

Ay




5. INTERNET
5.1. Status

This page shows the current Internet connection type and status

shew e currer irtemet cosmechor stabus and related inlarmatan

WAK Sellings

aztain IF Protocol
1P address
Subnes Mass
Detault Gateway
MEL andress
Pronary DHS

Cynamic 1P address
152.1568.28.101
255,.255.255.0
192.158.28.2
001125 288057
192.158.20.2

| Henew
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5.2. Dynamic IP

Use the MAC address when registering for Internet service, and do not change it unless
required by your ISP. If your ISP used the MAC address of the Ethernet card as an identifier,
connect only the PC with the registered MAC address to the broadband router and click the
<Clone MAC Address> button. This will replace the current MAC address with the already
registered Ethernet card MAC address

Stamre  Uynamic 10| Stabc 1 | peRoE | pELR

¥ou can select the bype af the account wou have wih yous ISP orowider,

Hostname ;

T - e [
Apply || Cancel |

Host Name: This is optional.
MAC address: The default value is set to the WAN’s physical interface of the broadband
router.
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5.3. Static IP

If your ISP Provider has assigned a fixed IP address, enter the assigned IP address,
Subnet mask, Default Gateway IP address, and Primary DNS of your ISP provider.

o can seact che type of the acoount you Save seth your ISP povider,

1P address: 172311

IP Subnet Mask : 2553‘5500

Delanll Gatewiay : 17211854

Primary

Secundary DRS =

Spply Cancel
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5.4. Point-to-Point over Ethernet Protocol (PPPoE)

Statws  DynamicIP| SWticiP  PPPOE | PPIP

Y'ou tan 5850t the troe of e sccount vou havs weth yaur 1P provider,

1452 L EELRe=MTU Yalune=14520

Apply || Cancel

Login / Password: Enter the PPPoE username and password assigned by your ISP
Provider.

Service Name: This is normally optional.
Maximum Transmission Unit (MTU): This is the maximum size of the packets.

Type: Enable the Auto-reconnect option to automatically re-establish the connection
when an application attempts to access the Internet again.

Idle Timeout: This is a maximum period of time for which the Internet connection is

maintained during inactivity. If the connection is inactive for longer than the
Maximum Idle Time, it will be dropped.
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5.5. Point-to-Point Tunneling Protocol (PPTP)

Statyy  Dymamic 1P Static IR | PRRGE | ppTR

“ou can se'e the typr of the arcowat yow haee with your (5P pravider

WAM Interface Seltings :

OOV -

PPTP Settings @

garvice IP address ;

ConnectionIix ; ] {optional)

MTL Gz (EL2a=MTY values=1292]

PPTP allows the secure connection over the Internet by simply dialing in a local point
provided by your ISP provider. The following screen allows client PCs to establish a normal
PPTP session and provides hassle-free configuration of the PPTP client on each client PC.

Click <Apply> to save configuration and connect to ISP provider.

Mocule is relnading, please wait | seconds
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6. WIRELESS 2.4G & 5G

ESR7750 is a dual band concurrent product, therefore two wireless radio
configurations are provided. Both radios share the same features except for open
band and available channels under “Basic” section.

6.1. Basic

| Basic Advanced | Security Filter S Client List | Paolicy

This page allows you to define 5510, and Channel for the wireless connection. These parameters
are used for the wireless stations to connect to the Access Point,

@ Enable © Disable

"
[24 GHa (3021 TWigh) <]
Enabled SSID#: [1=]

SSID1 : [EnGenins 500323

C Enable Disable
r

_fwly | _Cuce |

| Basic |Advanc:ed | curity ilte S CIientList| Policy

This page allows you to define 551D, and Channel for the wireless connection. These parameters
are used for the wireless stations to connect to the Access Point,

@ Enable " Disable

e
FE e
=

e
 Enable @ Disable

Apply | Cancel |

30



Radio: You can turn on/off wireless radio. If wireless Radio is off, you cannot associate
with AP through wireless.

Mode: In this device, we support only AP router / WDS (we will introduce this function
later section). If you choose AP Router Mode, you can select AP or WDS function
in the drop-down menu.

Band: You can select the wireless standards running on your network environment.
® Band 2.4G:

2.4 GHz(B): If all of your clients are 802.11b, select this one.
2.4 GHz(G): If all of your clients are 802.11g, select this one.
2.4 GHz(B/G): Either an 802.11b or an 802.11g wireless devices are in your
environment.
2.4 GHz(N): If all of your clients are 802.11n, select this one.
2.4 GHz(B/G/N): Either 802.11b, 802.11g, or 802.11n wireless devices are in
your environment.

® Band 5G

5 GHz (A): If all of your clients are 802.11a, select this one.

5 GHz (N): If all of your clients are 802.11n, select this one.

5 GHz (A/N): Either 802.11a or 802.11n wireless devices are in your environment.

Enable ESSID: We support 4 multiple SSIDs in this device. Please select how many
SSIDs you would like to use in your network environment.

ESSID1~4: ESSID is the name of your wireless network. It might be a unique name to
identify this wireless device in the Wireless LAN. It is case sensitive and up to 32
printable characters. You might change the default ESSID for added security.

Auto Channel: Device will search all valid channels, then decide a most clean channel
and change to this channel if you enable this function. Depend on this function
enable or not, you will see different item below Auto Channel.

Channel: If Auto Channel is disabled, you should choose a static channel and AP will
use this channel to communicate with other clients.

Check Channel Time: If Auto Channel is enabled, you can choose a period from the
drop-down menu. AP will change to a clean channel periodically.
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6.2. Mode: WDS

Wireless Distribution System, a system that enables the wireless interconnection of
access point, allows a wireless network to be expended using multiple access points
without a wired backbone to like them. Each WDS APs need setting as same channel and
encryption type.

COTERN -

T

EnGaninst 17244

Dienable & Diszble
channe TS

MAC addres I I:El:l:l:ﬂ:ljf;:[l:_
FAC addriess 3 2 OICOonmmne

MAC address 42 COCOI0I0mnc

Set Security @ Sal Secunly

MAC address 1~4: Please enter the MAC address of the neighboring APs that
participates in WDS, we support 4 devices now.

Set Security: WDS Security depends on your AP security settings. Note: it does not
support mixed mode such as WPA-PSK/WPA2-PSK Mixed mode.

6.3. Advanced

This tab allows you to set the advanced wireless options. The options included are
Authentication Type, Fragment Threshold, RTS Threshold, Beacon Interval, and Preamble

Type. You should not change these parameters unless you know what effect the changes
will have on the router.

These settings are only far more technically advanced users wha have a sufficient knowledge
about wirsless LAK. Thesa settings should not be changed unless you know what effect the
changes will kave on your Broadband rouvter,

Fragment Threshold

RTS Thir Il : .234.7 [0-2347)

Beacon Interval : /1oa [20-1024 ms)

2345 (256-2346)

e B
G futo 20040 MHZ 20 MHZ
CrLeno Preamble & Short Preamble

CTS Protection : Crourn D1always ®none
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Fragment Threshold: This specifies the maximum size of a packet during the
fragmentation of data to be transmitted. If you set this value too low, it will result in bad
performance.

RTS Threshold: When the packet size is smaller than the RTS threshold, the wireless
router will not use the RTS/CTS mechanism to send this packet.

Beacon Interval: is the interval of time that this wireless router broadcasts a beacon. A
Beacon is used to synchronize the wireless network.

DTIM Period: Enter a value between 1 and 255 for the Delivery Traffic Indication
Message (DTIM). A DTIM is a countdown informing clients of the next window for
listening to broadcast and multicast messages

Data Rate: The “Data Rate” is the rate that this access point uses to transmit data packets.
The access point will use the highest possible selected transmission rate to transmit
the data packets.

N Data Rate: The “Data Rate” is the rate that this access point uses to transmit data
packets for N compliant wireless nodes. Highest to lowest data rate can be fixed.

Channel Bandwidth: This is the range of frequencies that will be used.

Preamble Type: The “Long Preamble” can provide better wireless LAN compatibility while
the “Short Preamble” can provide better wireless LAN performance.

CTS Protection: It is recommended to enable the protection mechanism. This mechanism
can decrease the rate of data collision between 802.11b and 802.11g wireless
stations. When the protection mode is enabled, the throughput of the AP will be a little
lower due to a lot of frame-network that is transmitted.

TX Power: This can be set to a bare minimum or maximum power.
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6.4. Security

This Access Point provides complete wireless LAN security functions, included are
WEP, IEEE 802.1x, IEEE 802.1x with WEP, WPA with pre-shared key and WPA with
RADIUS. With these security functions, you can prevent your wireless LAN from illegal
access. Please make sure your wireless stations use the same security function, and are
setup with the same security key.

Basic | Advanted | Security | Eiter

This pags sllows you setup the wirsless security, Turm on WER ar WD by using Encrypton
<eys could prevent any unavthonzed access o vour wiraless network,

ESSID Selection | EnGeniuz]i22d4d »

Broadcast ESSID ;_-"_]_IS_E_!I_“_E_V‘

Encryption : | Digzbia

] Emahle p02.13 Luthentlcation

L4

Apply
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ESSID Selection: This broadband router support multiple ESSID, you could select
and set up the wanted ESSID.

Broadcast ESSID: If you enabled “Broadcast ESSID”, every wireless station located
within the coverage of this access point can discover this access point easily. If
you are building a public wireless network, enabling this feature is recommended.
Disabling “Broadcast ESSID” can provide better security.

WMM: Wi-Fi MultiMedia if enabled supports QoS for experiencing better audio, video
and voice in applications.

Encryption: When you choose to disable encryption, it is very insecure to operate
ESR7750.

Enable 802.1x Authentication

IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to
this Access Point before accessing the wireless LAN. The authentication is processed by a
RADIUS server. This mode only authenticates users by IEEE 802.1x, but it does not
encrypt the data during communication.

ESSID Selection EnGeniuz112244 »

Broadcast ESSID : Digable » |
VA Enahle |

[¥] Enable BOZ, 1% Authentication

RADIUS Server port: 1812

RADIUS Server passveord @
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WEP Encryption

When you select 64-bit or 128-bit WEP key, you have to enter WEP keys to encrypt data.
You can generate the key by yourself and enter it. You can enter four WEP keys and select
one of them as a default key. Then the router can receive any packets encrypted by one of
the four keys.

ESSID Selection : | EnGeniuz112244 |w

Broadcast ESSID @ Dizable |

WM Enabla

Encryplion : = "

Authentication type . ) Open Systam (% Sharad Key L Auta
Key Length : [Ea-bit (]

Koy type : .He;{ (10 characlers) *

Detault kay : ey 1w

Encryption Key 2 :

Enceyption Key 3 3

Encryption Key 4 :

Authentication Type: There are two authentication types: "Open System" and "Shared
Key". When you select "Open System", wireless stations can associate with this
wireless router without WEP encryption. When you select "Shared Key", you should
also setup a WEP key in the "Encryption" page. After this has been done, make
sure the wireless clients that you want to connect to the device are also setup with the
same encryption key.

Key Length: You can select the WEP key length for encryption, 64-bit or 128-bit. The
larger the key will be the higher level of security is used, but the throughput will be
lower.

Key Type: You may select ASCII Characters (alphanumeric format) or Hexadecimal Digits
(in the "A-F", "a-f" and "0-9" range) to be the WEP Key.

Key1 - Key4: The WEP keys are used to encrypt data transmitted in the wireless network.
Use the following rules to setup a WEP key on the device. 64-bit WEP: input 10-digits
Hex values (in the "A-F", "a-f" and "0-9" range) or 5-digit ASCII character as the
encryption keys.
128-bit WEP: input 26-digit Hex values (in the "A-F", "a-f" and "0-9" range) or 13-digit
ASCII characters as the encryption keys.

Click <Apply> at the bottom of the screen to save the above configurations. You can

now configure other sections by choosing Continue, or choose Apply to apply the settings
and reboot the device.

WPA Pre-Shared Key Encryption

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use a
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pre-shared key to authenticate wireless stations and encrypt data during communication. It
uses TKIP or CCMP (AES) to change the encryption key frequently. So the encryption key
is not easy to be cracked by hackers. This is the best security available.

ESSID Selection : EnGenius112244 |

Broadcast ESSID & | Dicabie

WMM ; Enable +|

WPA type : B WPACTKIPT O WPAZ(AES) OWPAZ Mised

Pre-shared Key type : Paesphrase b

Pre-shared Key ;

l Canc el_

WPA-Radius Encryption

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use an
external RADIUS server to authenticate wireless stations and provide the session key to
encrypt data during communication.

It uses TKIP or CCMP (AES) to change the encryption key frequently. Press <Apply>
button when you are done.

ESSID Selection : Enzaniuz112244 »

s B
CIWPACTKIR) (WPAB(AES) () Wea2 Mixed

RADIUS Server port : 1812

RADILS Server password :

Apply Cancel
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6.5. Filter

This wireless router supports MAC Address Control, which prevents unauthorized clients
from accessing your wireless network.

Basic | Advaiced | Eéi:i:r'l| Filter | MBS Chienl List

For secleity reasca, the Access Pairt features MAC rddrass Fittarng wnich only allows
authorized MAT Nodresses to 3ssociats with the Acoass Foint,

O] Enable Wireless Access Control

Sl Heszel

Mac nddress Filtering Table:

m Description MAC address m
1

Iyt OO0 6F: 1534 56 []

| Deisia Salectad | | Cales Al | Fasat |

Enable wireless access control: Enable the wireless access control function

Adding an address into the list

Enter the "MAC Address" and "Comment" of the wireless station to be added and
then click <Add>. The wireless station will now be added into the "Current Access
Control List" below. If you are having any difficulties filling in the fields, just click
"Clear" and both "MAC Address" and "Comment" fields will be cleared.

Remove an address from the list

If you want to remove a MAC address from the "Current Access Control List ",
select the MAC address that you want to remove in the list and then click "Delete
Selected". If you want to remove all the MAC addresses from the list, just click the
<Delete All> button. Click <Reset> will clear your current selections.

Click <Apply> at the bottom of the screen to save the above configurations.
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6.6. WPS (Wi-Fi Protected Setup)

WPS is the simplest way to establish a connection between the wireless clients and the
wireless router. You don’t have to select the encryption mode and fill in a long encryption
passphrase every time when you try to setup a wireless connection. You only need to
press a button on both wireless client and wireless router, and the WPS will do the rest for
you.

The wireless router supports two types of WPS: WPS via Push Button and WPS via PIN
code. If you want to use the Push Button, you have to push a specific button on the wireless
client or in the utility of the wireless client to start the WPS mode, and switch the wireless
router to WPS mode. You can simply push the WPS button of the wireless router, or click
the ‘Start to Process’ button in the web configuration interface. If you want to use the PIN
code, you have to know the PIN code of the wireless client and switch it to WPS mode, then
fill-in the PIN code of the wireless client through the web configuration interface of the
wireless router.

WRS: [# Enable
Wi-Fi Protected Setup Information
WPS Current Status:  EeaphEets)
11228844
EnGenius112244
WEP

Passphrase Key: |
WPS Via Push Button: Star to Process
WPE wia PIMN: |-_.E'::r{-1:|_l.='"\ocess

WPS: Check the box to enable WPS function and uncheck it to disable the WPS function.

WPS Current Status: If the wireless security (encryption) function of this wireless router is
properly set, you'll see a ‘Configured message here. Otherwise, you'll see
‘UnConfigured’.

Self Pin Code: This is the WPS PIN code of the wireless router. You may need this
information when connecting to other WPS-enabled wireless devices.

SSID: This is the network broadcast name (SSID) of the router.

Authentication Mode: It shows the active authentication mode for the wireless
connection.

Passphrase Key: It shows the passphrase key that is randomly generated by the wireless
router during the WPS process. You may need this information when using a device
which doesn’t support WPS.

Interface: “AP” is the default interface to do WPS with other clients.
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WPS via Push Button: Press the button to start the WPS process. The router will wait for
the WPS request from the wireless devices within 2 minutes.

WPS via PIN: You can fill-in the PIN code of the wireless device and press the button to

start the WPS process. The router will wait for the WPS request from the wireless
device within 2 minutes.
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6.7. Client List

This WLAN Client Table shows the Wireless client associate to this Wireless Router.

| Basic |Ad\ranced | Security | Filter | WPS |Client List

LAN Client Table :

This WLAN Client Table shows client MAC address associate to this Broadband Router

MAC address [ _____Signal ___|
00:02:6F:07:F4:57 100
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6.8. Policy

| Basic Advanced | Security Filter 5 Client List Policy

SSID 1 Connection Control Policy

WAaAN Connection I l

Communication between Wireless clients

Communication between Wireless clients and Wired clients

Apply | Cancel |

Policy provides a list of control policies. These settings define whether wireless or
wired clients are able to “see” each in the LAN.

° If you are offering Internet access to your clients, please enable WAN
connection.

° If you allow communication between Wireless clients please enable the second
item.

° If you allow communication between Wireless client and Wired client please

enable the last item.

° Disable WAN connection if you do not provide Internet access.
° Disable the items if you would like to enhance privacy between clients.
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7. FIREWALL
7.1. Enable

The Broadband router provides extensive firewall protection by restricting connection
parameters, thus limiting the risk of hacker attacks, and defending against a wide array of
common Internet attacks. However, for applications that require unrestricted access to the
Internet, you can configure a specific client/server as a Demilitarized Zone (DMZ).

Fireweall automatically detects and hiocks Denizl of S2evice (D0%) attacks. URL blocking, packet
filtering and SPI iStateful Packet Inspection) are also supported. The hackers attack will be
recorded associated with timestamp in the security logging area.

Firewall : & Enabla ) Disable

Note: To enable the Firewall settings select Enable and click Apply
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7.2. Demilitarized Zone (DM2Z)

If you have a client PC that cannot run an Internet application (e.g. Games) properly from
behind the NAT firewall, then you can open up the firewall restrictions to unrestricted
two-way Internet access by defining a DMZ Host. The DMZ function allows you to re-direct
all packets going to your WAN port IP address to a particular IP address in your LAN. The
difference between the virtual server and the DMZ function is that the virtual server
re-directs a particular service/Internet application (e.g. FTP, websites) to a particular LAN
client/server, whereas DMZ re-directs all packets (regardless of services) going to your
WAN I[P address to a particular LAN client/server.

¥ you bave a Incal dient PCEat cannot run an Inkernet appiication prope:ly ffom behicd Ene
MaT fireweall, you czn coen unrestricted two-way Intemet sscess for this diernt by defining a
Virtual DM Host

F_ Fuoalilis DT

neal TR &dilress

| saply | | Cancel
Enable DMZ: Enable/disable DMZ

LAN IP Address: Fill-in the IP address of a particular host in your LAN Network that will
receive all the packets originally going to the WAN port/Public IP address above.

Click <Apply> at the bottom of the screen to save the above configurations.
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7.3. Denial of Service (DoS)

The Broadband router's firewall can block common hacker attacks, including Denial of
Service, Ping of Death, Port Scan and Sync Flood. If Internet attacks occur the router can
log the events.

DMZ | DoS  |MACFilter| 1P Elller |UBL Filler

Tae mirewall car detect and block DOZ attacks, DOS (Jenial oF Service] attacks can food your
Irtemes Carmection with invalid sacksts and conpection requests, using so much baadwidd:
and 50 Many resaurcess that Internet actess becomes unavallable,

Block D05 @ & Enabie O Disable

| Aoply | [ Cancel

Ping of Death: Protections from Ping of Death attack.
Discard Ping From WAN: The router's WAN port will not respond to any Ping requests
Port Scan: Protects the router from Port Scans.

Sync Flood: Protects the router from Sync Flood attack.
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7.4. - MAC Filter

If you want to restrict users from accessing certain Internet applications / services (e.g.
Internet websites, email, FTP etc.), and then this is the place to set that configuration.
Access Control allows users to define the traffic type permitted in your LAN. You can
control which PC client can have access to these services.

UnS  |Mac rilter | R Eilter LIk Eilter

MAD Fiters 2re used Lo deny or allows Lak computers from aoessing the Inkernet.

1 Enable MAC filtering

& Uany all dients with MG zddress listad oelow to access the network
DAl all dients with M&C adcress sted betow £ a0E5s the netwaork

tadd | | Resal |
AL Fittaring tabla:
Dascription LM MAC Addrass

| Aaply | | Cancel

Enable MAC Filtering: Check to enable or disable MAC Filtering.

Deny: If you select “Deny” then all clients will be allowed to access Internet accept for the
clients in the list below.

Allow: If you select “Allow” then all clients will be denied to access Internet accept for the
PCs in the list below.
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Add PC MAC Address

Fillin “LAN MAC Address” and <Description> of the PC that is allowed to access
the Internet, and then click <Add>. If you find any typo before adding it and want to
retype again, just click <Reset> and the fields will be cleared.

Remove PC MAC Address

If you want to remove some PC from the "MAC Filtering Table", select the PC you
want to remove in the table and then click <Delete Selected>. If you want to remove
all PCs from the table, just click the <Delete AllI> button. If you want to clear the
selection and re-select again, just click <Reset>.

Click <Apply> at the bottom of the screen to save the above configurations.
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7.5. IP Filter

| Dus  |MACFilter 1P Filter |URL Filer

IF Fizers zre used to dany ar 2llow LAK comoubsrs from accsssing the Intemst

[ Enable IP Flitering Table

EDeny 2 dlients with MAZ adcress listzd below 1o access the network
Crallaws all elizrts waoch Mac address listed below ko 2o0ess Bae netwark

Meze

0| Desceiption |  Local P Adress |protocol] Portrange [Select

Flommr

Enable IP Filtering: Check to enable or disable IP Filtering.

Deny: If you select “Deny” then all clients will be allowed to access Internet accept for the
clients in the list below.

Allow: If you select “Allow” then all clients will be denied to access Internet accept for the
PCs in the list below.

Add PC IP Address

You can click <Add> PC to add an access control rule for users by an IP address
or IP address range.

Remove PC IP Address
If you want to remove some PC IP from the <IP Filtering Table>, select the PC
you want to remove in the table and then click <Delete Selected>. If you want to
remove all PCs from the table, just click the <Delete All> button.

Click <Apply> at the bottom of the screen to save the above configurations.
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7.6. URL Filter

You can block access to some Web sites from particular PCs by entering a full URL
address or just keywords of the Web site.

fnnble  DMZ | oS MAC Filer | 0 Filter L rilker

TOU 30 Diook access to cerkain Web sites for a particalar PO by enterng 2ther a ful LRL
address or just a veyword of the Web sie

= Enable UKL Blocking
URL/keyword |

Add| | Resel
—_r

Current UL Blocking Table:

URLS keyword
1 oadthing a

[ Deieie Seecied | [Dedi | [Fesdi]

I

CApply | | Cancel
Enable URL Blocking: Enable or disable URL Blocking
Add URL Keyword

Fill in “URL/Keyword” and then click <Add>. You can enter the full URL address
or the keyword of the web site you want to block. If you happen to make a mistake
and want to retype again, just click "Reset" and the field will be cleared.

Remove URL Keyword

If you want to remove some URL keywords from the "Current URL Blocking

Table", select the URL keyword you want to remove in the table and then click
<Delete Selected>.

If you want remove all URL keywords from the table, click <Delete All> button. If
you want to clear the selection and re-select again, just click <Reset>.

Click <Apply> at the bottom of the screen to save the above configurations
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8. Advanced

8.1. Network Address Translation (NAT)

Network Address Translation (NAT) allows multiple users at your local site to access the
Internet through a single Public IP Address or multiple Public IP Addresses. NAT provides
Firewall protection from hacker attacks and has the flexibility to allow you to map Private IP
Addresses to Public IP Addresses for key services such as Websites and FTP. Select
Disable to disable the NAT function.

MAT | Portmap.  Porthw. | porttl | ALG uPNE | o5 | Routing:

Hal [Metwork Address Translztion] involves re-vriting t= source andfor destinztion addrasses
of IF packets as they pass though a Router or firswall, MA7 snable multplz hosts on & orivete
nezwark o accass the Lnksrnet using a single pualic 17 2cdrass,

MAT: & Znable O Diszole

Rl

8.2. - Port Mapping

Port Mapping allows you to re-direct a particular range of service port numbers (from the
Internet / WAN Port) to a particular LAN IP address. It helps you to host servers behind the
router NAT firewall.

MAT  Portmap. | Portfw. | Porite. | ALG

Erzrigs in this table allow you o automatically redirect common retwars servicas to & spacific
P behird the WAl firswall Thess seitings are only necsssary if wou wish bo bosk some sot of
sareer ke a web szrvec or mail servar on the locsl natwork:

[ Enable Port Mapping

ok range - A |

Current Port Mapplng Table:

T T 7 I

Enable Port Mapping: Enable or disable port mapping function.
Description: description of this setting.
Local IP: This is the local IP of the server behind the NAT firewall.

Type: This is the protocol type to be forwarded. You can choose to forward “TCP” or “UDP”
packets only, or select “BOTH” to forward both “TCP” and “UDP” packets.
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Port Range: The range of ports to be forward to the private IP.

Add Port Mapping

Fill in the "Local IP", “Type”, “Port Range” and "Description" of the setting to be
added and then click "Add". Then this Port Mapping setting will be added into the
"Current Port Mapping Table" below. If you find any typo before adding it and want
to retype again, just click <Clear> and the fields will be cleared.
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Remove Port Mapping

If you want to remove a Port Mapping setting from the "Current Port Mapping
Table", select the Port Mapping setting that you want to remove in the table and then
click D<Delete Selected>. If you want to remove all Port Mapping settings from the
table, click <Delete All> button. Click <Reset> will clear your current selections.

Click <Apply> at the bottom of the screen to save the above configurations.

8.3. Port Forwarding (Virtual Server)

Use the Port Forwarding (Virtual Server) function when you want different servers/clients
in your LAN to handle different service/Internet application type (e.g. Email, FTP, Web
server etc.) from the Internet. Computers use numbers called port numbers to recognize a
particular service/lnternet application type. The Virtual Server allows you to re-direct a
particular service port number (from the Internet/WAN Port) to a particular LAN private IP
address and its service port number. (See Glossary for an explanation on Port number).

vou can configune the router as 2 virtwal Server allowing remots users to 2cess sarvices such
as wWeb or FTP at your 'ocal P, Depencitg on the requestsd service [TCR/LOR) port number,
e router will redirect the extemsl servics raquest to the aporoprate inbernal server (locsted
ak ars of yaur local FSs),

; Enable Port Forvearding

[Public Port :

Current Port Forwarding Tahbla :

I
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Enable Port Forwarding: Enable or disable Port Forwarding.
Description: The description of this setting.

Local IP / Local Port: This is the LAN Client/Host IP address and Port number that the
Public Port number packet will be sent to.

Type: Select the port number protocol type (TCP, UDP or both). If you are unsure, then
leave it to the default “both” setting. Public Port enters the service (service/Internet
application) port number from the Internet that will be re-directed to the above Private
IP address host in your LAN Network.

Public Port: Port number will be changed to Local Port when the packet enters your LAN
Network.

Add Port Forwarding

Fillin the "Description” , "Local IP", "Local Port", "Type" and “Public Port” of the
setting to be added and then click <Add> button. Then this Virtual Server setting will
be added into the "Current Port Forwarding Table" below. If you find any typo
before adding it and want to retype again, just click <Clear> and the fields will be
cleared.

Remove Port Forwarding

If you want to remove Port Forwarding settings from the "Current Port
Forwarding Table", select the Port Forwarding settings you want to remove in the
table and then click "Delete Selected". If you want to remove all Port Forwarding
settings from the table, just click the <Delete All> button. Click <Reset> will clear
your current selections.

Click <Apply> at the bottom of the screen to save the above configurations.

8.4. Port Triggering (Special Applications)
Some applications require multiple connections, such as Internet games, video

Conferencing, Internet telephony and others. In this section you can configure the router to
support multiple connections for these types of applications.
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Pert Triggering, also callec Spacial Aoplication s allows you to uzs Internet applications which
normally di nos funcion waen ussd behind a firswall

[0 Enahle Trigger Port
Popular applications : Salect an spplicstion ¥ | .Adr_l|

Trigger type : Tath +|

ol |

Re BEL

Current Trigger-Port Table:

Enable Trigger Port: Enable or disable the Port Trigger function.

Trigger Port: This is the outgoing (Outbound) range of port numbers for this particular
application.

Trigger Type: Select whether the outbound port protocol is “TCP”, “{UDP” or “BOTH”.

Public Port: Enter the In-coming (Inbound) port or port range for this type of application
(e.g. 2300-2400, 47624)

Public Type: Select the Inbound port protocol type: “TCP”, “UDP” or “BOTH”

Popular Applications: This section lists the more popular applications that require
multiple connections. Select an application from the Popular Applications selection.
Once you have selected an application, select a location (1-10) in the Copy to
selection box and then click the Copy to button. This will automatically list the Public
Ports required for this popular application in the location (1-10) you specified.

Add Port Triggering

Fill in the "Trigger Port", "Trigger Type”, “Public Port”, "Public Type", "Public
Port" and "Description" of the setting to be added and then Click <Add>. The Port
Triggering setting will be added into the "Current Trigger-Port Table" below. If you
happen to make a mistake, just click <Clear> and the fields will be cleared.

Remove Port Triggering
If you want to remove Special Application settings from the "Current Trigger-Port
Table", select the Port Triggering settings you want to remove in the table and then
click <Delete Selected>. If you want remove all Port Triggering settings from the
table, just click the <Delete All> button. Click <Reset> will clear your current
selections.
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8.5. Application Layer Gateway (ALG)

You can select applications that need ALG support. The router will let the selected
application to correctly pass through the NAT gateway.

The ALC Acplication Layer Gatewiav) s2rezs Lthe puraose OF a =inddw belsyeen corssoandert
=aplicabion procassas sa that they may aschasge infarmasan an the apan ervicsnmesk,

| Desorlption ] Select |
Hazz Ll

MME

e
2
o

o lulule|nls|ulula

8.6. UPNP

With UPnP, all PCs in you Intranet will discover this router automatically. So, you don’t
have to configure your PC and it can easily access the Internet through this router.

MAT  Portmop. | Portfw | Porttri | ALG upxp | 0p5 | Eouting

Universal Plug and Play 15 designed to support 2ero-configuraton, Viavisible” networking, and
sukornatic discavery for a rangs of davics fram 2 wide range of vendars, Wwith UPn2, a device
can dynamically join & network, obtzin an 1P address and learn abouk the presance and
capabilites of other devices all automatically, Devices can subsaouently communicate with each
other directly.

UPnB:  TEnable & Disanle

Enable/Disable UPnP: You can enable or Disable the UPnP feature here. After you
enable the UPnP feature, all client systems that support UPnP, like Windows XP, can
discover this router automatically and access the Internet through this router without
having to configure anything. The NAT Traversal function provided by UPnP can let
applications that support UPnP connect to the internet without having to configure the
virtual server sections.
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8.7. Quality of Service (QoS)

QoS can let you classify Internet application traffic by source/destination IP address and
port number. You can assign priority for each type of application and reserve bandwidth for
it. The packets of applications with higher priority will always go first. Lower priority
applications will get bandwidth after higher priority applications get enough bandwidth. This
can let you have a better experience in using critical real time services like Internet phone,
video conference ...etc. All the applications not specified by you are classified as rule
“Others”. The rule with a smaller priority number has a higher priority; the rule with a larger
priority number has a lower priority. You can adjust the priority of the rules by moving them
up or down.

Port-based Qos

This is hardware port-based QoS control method. It will limit the packets throughput in
LAN1~4, WAN port

Caality of Servicz (OnS) refars to the capaboty of 3 nekeeork ko provice better serice o
=zlected network trafic. The primary goal of QoS s 1o provide prioroy including dedizsted
harmdwidty, cantrodfed jitbsr and ‘stency Crequirsd by some real-bme 2ad imteractive trefic, anc
improved lass chararenstics, Also impartant is making sure thak providieg prioty for ons ar
mars flows dogs not ma<e othar dows fail,

s [ ypes :

] enable Port-based Qos

Ingress Fate Egreczs Rate
f C ok " +
Port M. Priorlby Flow Conbrol {bps) Chps)

WAN | Lot Enable | Full %]} Full |
Dort 1 [ Lorwr Eriahla v_ 'F|- v: Full |
Bort 2 Lo Enable | | Fu s Full #|
Port = -Irn-.l L Friahla v :Fll: vE Full |
Fort 4 | Lo = Engble | [Ful (] Full =

Enable Port-based QoS: Check this to enable port-based QoS functionality for the
LAN/WAN port. You can also uncheck to disable.

Priority: High or Low priority level of the transmit packets.
Ingress Rate: The throughput limit of receiving packets.

Egress Rate: The throughput limit of sending packets.

Application-based Qos

This is the application based QoS control method. You can reserve or limit the
bandwidth of some LAN IP address and port number. They will guarantee the throughput
in WAN connection.

Priority Queue Type:

This can put the packets of specific protocols in High/Low Queue. The packets in
High Queue will process first.
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uality of Sardice (Qo=) refars to tha capability of a network o provide beter ssrvics oo
salectac network traffic. Tha priresry gosl of Qo is bo provics prionty mcuding dedicsted
bzmdwidt, contbrolled jitter and labsacy (required by soms resltime and intzraciva traffic), and
improved loss charactarstics, Alsoimportznt s making surs that providing pricety for ong ar
mare flows does not make ocner flows fail,

Qas _*-TIJ"ID'I‘LT Gueus O Bandwidds @lloastion O Disakled

Unlimited Priorly Queus

IP Addrecs Description

The [P addrsss will not be bounded in the
] Qa3 irndtaton

HighLow Priorily Queue

FTE ] (= 21
HTT= @) & ac

Unlimited Priority Queue: The LAN IP address will not be bounded in the QoS limitation.

High/Low Priority Queue: This can put the packets in the protocol and port range to
High/Low QoS Queue.

Bandwidth Allocation:

This can reserve / limit the throughput of specific protocols and port range. You can
set the upper bound and Lower bound.

| upne | 0o | Houting

Guality af Sarvice (Dos) refers totne capahilty of & network 1o provide hetter servics to
selected natwork traffic. The primary goal of QoS is to provide praornity including dedicatad
bandwicth, contralled Jitter and lakency irequirad by some real-tme and intaractive wraffic), and
improved loss charactenistics, Also imoortant 15 making sure that providing prionty for onz or
mare fews does not make other flows fail,

QoS Types : !-ﬁ.ru ication-baged QoS |

QoS : O priorizy Qusue & Bandwidth allocation O Disabled

Type:  |[Eeege)

e ronge:  [ERE TR B EF AT R
prowca |

1]

[ @
G

Type: Specify the direction of packets. Upload or download.
IP range: Specify the IP address range. You could also fill one IP address

Protocol: Specify the packet type. The default ALL will put all packets in the QoS priority
Queue.

Port range: Specify the Port range. You could also fill one Port.
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Policy: Specify the policy the QoS, Min option will reserve the selected data rate in QoS
gueue. Max option will limit the selected data rate in QoS queue.

Rate: The data rate of QoS queue.

Disabled: This could turn off QoS feature.

MAT | Podmap Pad e | Podtri | ALE uene | oos | Rewting

Cruality of Service (205 refers bo the cspability of a network to provids bether servics ko
selected natwary traffiz, The primany goal of Qo3 is to provide orionty including dedizsted
bandwidtn, controlled ptmer anc lakency (required by sams real-ime and ikteractyve o), and
imgroved foss dharackeristos. Also important 15 making sure that providing priority for ong ar
roore fliows does not mak e other flows fail

Aepiestion-iased CuS: i

Qus ¢ A Friorty Quawe O)Eandwidth alocation (& Diszaled

| aaply | | Cancel
8.8. Routing

You can set enable Static Routing to let the router forward packets by your routing policy.

You can ensole Static Rowting to turn off the WeT funchdon of the router and let the router
forseard packets by your routag oolicy,

To take Statlc Route effect, please disable ~AT functon.

LI Enable Static Routing

Destination LA IP:

G 9
|-111.’_:I-] | Rezed

Currenl Static Routing Tdalle:

stinati ] 2 ; : 5
e ‘”"’Ill.',"" LA Subnet Mask Dafault Gateriay mm

Destination LAN IP: Specify the destination LAN IP address of static routing rule.

Subnet Mask: Specify the Subnet Mask of static routing rule.
Default Gateway: Specify the default gateway of static routing rule.
Hops: Specify the Max Hops number of static routing rule.

Interface: Specify the Interface of static routing rule.
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9. TOOLS

9.1. Admin

You can change the password required to log into the broadband router's system
web-based management. By default, the password is: admin. Passwords can contain 0 to
12 alphanumeric characters, and are case sensitive.

‘'ou can changs the password that vou use to access the router, this is not you [5F account
passwand,

Old Password ;

e Poasseard @

Repeat Mew Password ! I

Famots management allows the roubsr 0 ke corfigured from the ntarnet by 3 web browser, &
username and passyord is still required to socess the Web-Manzgement interface

A

Current Password: Fill in the current password to allow changing to a new password.

New Password: Enter your new password and type it again in Repeat New Password for
verification purposes

Remote management

This allows you to designate a host in the Internet the ability to configure the

Broadband router from a remote site. Enter the designated host IP Address in the
Host IP Address field.

Host Address: This is the IP address of the host in the Internet that will have
management/configuration access to the Broadband router from a remote site. If the
Host Address is left 0.0.0.0 this means anyone can access the router’'s web-based
configuration from a remote location, providing they know the password.

Port: The port number of the remote management web interface.

Enabled: Check to enable the remote management function.

Click <Apply> at the bottom of the screen to save the above configurations.
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9.2. Time

The Time Zone allows your router to reference or base its time on the settings configured
here, which will affect functions such as Log entries and Firewall settings.

The Anutes reaads Eae cocmck ime from KT seruers on the Intemes and sebs ms system clock
accordingly, The Darlight Sarvings option mersly zdvancas the systam clock by ama bour, The
Hme zone s=7ting is used by the systam clock when gisplaving the comrs:s b im scheduls and

s lag files,
Tirme Tone | (GRIT Zonsowich Bl Tince: Deellin Belinbag’y, Lisken, Lomdem w|

L1Enahble
From | 0

TP Tlme Server :

() )

Time Zone: Select the time zone of the country you are currently in. The router will set its
time based on your selection.

NTP Time Server: The router can set up external NTP Time Server.

Daylight Savings: The router can also take Daylight Savings into account. If you wish to
use this function, you must select the Daylight Savings Time period and check/tick

the enable box to enable your daylight saving configuration.

Click <Apply> at the bottom of the screen to save the above configurations.
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9.3. DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get
an account, password and your static domain name from the DDNS service providers. This
router supports DynDNS, TZO and other common DDNS service providers.

Admli | Time | DONS | Power | Diagnesis Firmwars | Back-up | Reset

DOMG 2liows users tomap & skatiz domain fname to a dynamic IP address. ¥iou must get 20
actount, pEsswond and your stabc domain name from tne DONS sSrvice providsr .

Dynarmic DKS (JEnakis #Dizable

Hosk Manme =

Lisername

Saply | | Cancel

Enable/Disable DDNS: Enable or disable the DDNS function of this router
Server Address: Select a DDNS service provider

Host Name: Fill in your static domain name that uses DDNS.

Username: The account that your DDNS service provider assigned to you.
Password: The password you set for the DDNS service account above

Click <Apply> at the bottom of the screen to save the above configurations.
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9.4. Power

Saving power in WLAN/Ethernet mode can be enabled/disabled in this page.

You car wse e poser pege Do save grergy Tor WLAN mbarfaces,

Power Saving Mode ;

Apaly Cancel
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9.5. Diagnosis

This page could let you diagnosis your current network status.

A L] Power  Disgeosis  Fiowwars | Basch-up Ry

This pade can-dagnoss tha tumant reiwerk status

i
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9.6. Firmware

This page allows you to upgrade the router’s firmware. To upgrade the firmware of your
Broadband router, you need to download the firmware file to your local hard disk, and enter
that file name and path in the appropriate field on this page. You can also use the Browse
button to find the firmware file on your PC.

| Admin | Time | DDNS | Power | Power |Firmware| Back-up | Reset

You can upgrade the firmware of the router in this page. Ensure, the firmware you want to use
is on the local hard drive of your computer. Click on Browse to browse and locate the firmware
to be used for your update.

| H Browse ]

Once you've selected the new firmware file, click <Apply> at the bottom of the screen to
start the upgrade process
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9.7. Back-Up

This page allows you to save the current router configurations. When you save the
configurations, you also can re-load the saved configurations into the router through the
Restore Settings. If extreme problems occur you can use the Restore to Factory Defaults to
set all configurations to its original default settings.

| DDNS | Power |Diai5 |Fimmare| Back-up | Reset

Use BACKUP to save the routers current configuration to a file named config.bin. You can use
RESTORE to restore the saved configuration. Alternatively, you can use RESTORE TO FACTORY
DEFAULT to force the router to restore the factory default settings.

oo (e )

Backup Settings: This can save the Broadband router current configuration to a file
named "config.bin" on your PC. You can also use the <Upload> button to restore
the saved configuration to the Broadband router. Alternatively, you can use the
"Restore to Factory Defaults" tool to force the Broadband router to perform a power
reset and restore the original factory settings.
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9.8. Reset

You can reset the broadband router when system stops responding correctly or stop
functions.

I b svert thie swskem shops rasponcog sormecky or shops functioning, you can perform a
resat, four seings il not be chamged, To parform the resst, click on the AF2LY butben, You
will be asked to confirm your decision. The resat will be complsted when tha LED Power ligt
stops blinking,

Aapl
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Appendix A — FCC Interference Statement

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

We declare that the product is limited in CH1~CH11 by specified firmware controlled in the USA.
This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Appendix B — IC Interference Statement

Industry Canada statement:

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

IMPORTANT NOTE:

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

This device has been designed to operate with an antenna having a maximum gain of 2 dBi. Antenna having a
higher gain is strictly prohibited per regulations of Industry Canada. The required antenna impedance is 50 ohms.
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